Data Asset Audit for North Cadbury Primary School 2020/21 Year
	Description of service
	Type of data
	Reason to hold data
	Where is data stored?
	Risks

	        


             SIMs Data
	Personal and Sensitive Data
	Statutory duties
Education Act
	Server/Cloud remotely hosted
	Lost passwords
Inappropriate viewing
Printouts
Exchange agreement with Somerset LA
Careful positioning of monitors
Data left on view on whiteboards during registration.

	             SIMS FMS
	     Financial Records
	Day to day operations. Long term finances
	Server/cloud remotely hosted
	Financial loss. Organisational data missing.

	             Parent Pay
	 Financial and personal data
	Day to day operations. Short/medium term finances
	Server/cloud and 3rd party server via retrieval software
	Organisational/personal data data missing

	               Cool Milk
	Financial and personal data
	Day to day operations. Short/medium term finances
	Server/cloud and 3rd party server via retrieval software
	Organisational/personal data data missing

	Primary Site
	Personal and sensitive data
	Day to day operations. 
	Server/cloud and 3rd party server via Primary Site
	System crash/hack and accidental misuse.

	                N.H.S
	Personal and sensitive data
	Statutory duties
Education Act
	Server/cloud and 3rd party server via retrieval software
	Organisational/personal data data missing

	PGL
	Personal and sensitive data
	Day to day operations
	3rd party server and server/cloud.
Locked cupboards.
	Organisational/personal data data missing

	Tempus photographers
	Personal and sensitive data
	Day to day operations
	3rd party server and server/cloud.
Locked cupboards
	Organisational/personal data data missing.

	Somerset County Cricket
	Personal and sensitive data
	Day to day operations
	Locked cupboards
	Organisational/personal data data missing.

	       SEN documents
	Personal and sensitive data
	Statutory duties
	Server/cloud and locked cupboards in SEN room or teachers cupboards.
	Lost passwords
Inappropriate viewing. Printed documents left on view. 

	      Pupil assessment       
          record Files 
	Personal and sensitive data
	Statutory duties
	Locked cupboards in teachers classrooms
	Lost data. Files left open on desks.

	       Back up of data


	All data including personal and sensitive
	Statutory duties
	 Computer server/cloud
	System failure. Exceptional data breach via hack.


	          Safeguarding 
	Personal and highly sensitive
	Statutory duties
	Server and locked drawers in office
	Inappropriate viewing if files or computer screen left in sight.





	

  Cohort Assessment data


	 
     Sensitive/named
	School carrying out its’    
        regular functions.
· Legitimate interest.
	Servercloud/ /head’s office/3rd party server(FFT aspire)DFE(ASP)
	Inappropriate viewing. Printouts. 

	E mails staff to staff/E mails from other  providers to school staff





	Personal data and sensitive
	School carrying out its legal functions
	server
	Inappropriate viewing, screen left on when user is absent from room. Human error in potentially sending wrong document.

	    E mails to governors
	Sensitive and personal data
	        Statutory duties
	  Server
	Email going to home e mail address rather than official governor mailbox. 

	   Staff personnel files
	Sensitive and personal
	       Statutory duties
	Locked office cupboard
	Items left on view

	        DBS online
	Sensitive and personal 
	       Statutory duties
	3rd party server
	System failure

	    Pupil Medical records
	Sensitive and personal
	       Statutory duties
	Locked cupboards in school.
Securely kept on person during residential visits.
	Records left on view. Records lost from person in transit.

	                                                                                                APPS IN USE BY THE SCHOOL 


	Discovery Education Espresso Online video bank
	No student data recorded
	               N/A
	       Online/WWW. 
	None

	             My Maths
	No student data recorded
	               N/A
	      Online/WWW.   
	None 

	            Sum dog 
	Name of student
	       Personal profile
	      Online/WWW.   
	System crash/hack

	         TT Rockstars
	Name of student
	       Personal profile
	       Online/WWW.
	System crash/hack

	  TagulWordle  word clouds
	No student data recorded
	                N/A
	      Online/WWW
	None

	Tapestry-
Learning Journal resource
	First and last names, DOB, photos and information that parents choose to share
	Information for parents regarding children.
	      Online/ WWW.
	System crash/hack

	              Spag.com
	           Name of student
	       Personal profile
	        Online/ WWW.
	System crash/hack

	Maths.co.uk
	           Name of student
	       Personal profile
	        Online/ WWW.
	System crash/hack

	Maths Shed
	           Name of student
	       Personal profile
	        Online/ WWW.
	System crash/hack
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